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Big Brother in the Age of Coronavirus: 100+ Groups
Warn Against Exploiting Pandemic to Permanently
Expand Surveillance State
"These are extraordinary times, but human rights law still applies."
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As the number of COVID-19 cases climbed toward a million worldwide on April 2, over 100
human rights groups issued a joint statement warning that governments’ response to the
coronavirus pandemic “must not be used as a cover to usher in a new era of greatly
expanded systems of invasive digital surveillance.”

The groups acknowledge that the public health crisis “requires a coordinated and large-
scale response” but urge governments “to show leadership in tackling the pandemic in a
way that ensures that the use of digital technologies to track and monitor individuals and
populations is carried out strictly in line with human rights.”

“An increase in state digital surveillance powers, such as obtaining access to
mobile  phone location data,  threatens privacy,  freedom of  expression and
freedom of association, in ways that could violate rights and degrade trust in
public  authorities—undermining  the  effectiveness  of  any  public  health
response,”  says  the  statement  (pdf).  “Such measures  also  pose  a  risk  of
discrimination  and  may  disproportionately  harm  already  marginalized
communities.”

“These  are  extraordinary  times,  but  human  rights  law  still  applies,”  the
statement  continues.  “Now more  than  ever,  governments  must  rigorously
ensure that any restrictions to these rights is in line with long-established
human rights safeguards.”

The Coronavirus response “must not be used as a cover to usher in a new era
of greatly expanded systems of invasive surveillance.”

We joined 100+ civil society orgs around the world to send a clear message to
Governments. We’re watching the watchers �️‍♀️ https://t.co/e7997GdyFA

— Big Brother Watch (@BigBrotherWatch) April 2, 2020

Groups behind the statement are from across the globe and include Amnesty International,
Access Now, Big Brother Watch, the Committee to Protect Journalists, the Electronic Privacy
Information  Center  (EPIC)  Human  Rights  Watch,  Privacy  International,  Public  Citizen,
WITNESS, and the World Wide Web Foundation.

https://www.globalresearch.ca/author/jessica-corbett
https://www.commondreams.org/news/2020/04/02/big-brother-age-coronavirus-100-groups-warn-against-exploiting-pandemic-permanently
https://www.globalresearch.ca/theme/intelligence
https://www.globalresearch.ca/theme/police-state-civil-rights
https://www.globalresearch.ca/theme/police-state-civil-rights
https://coronavirus.jhu.edu/map.html
https://www.amnesty.org/download/Documents/POL3020812020ENGLISH.pdf
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https://twitter.com/BigBrotherWatch/status/1245742030300622851?ref_src=twsrc%5Etfw
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Even before the coronavirus outbreak began in China late last year, the country was widely
known and criticized for its mass surveillance, including facial recognition technology. In
recent months, the Guardian reported in March, “Chinese citizens have had to adjust to a
new level of government intrusion” that critics worry will persist even after the pandemic
ends.

While the ability to track the virus with digital technology has been pivotal to understanding
the outbreak’s development, concerns about how governments and the private sector are
using surveillance technology—such as data collection from smartphones—to track people
during the pandemic have also emerged elsewhere, such as Singapore, the United States,
and the United Kingdom.

“There will be an aftermath to the COVID-19 outbreak. We must ensure that
the measures governments are taking right now do not transform this health
crisis into a global human rights crisis,” @EstelMP https://t.co/YA9HzGad3K

— Access Now (@accessnow) April 2, 2020

“Governments  risk  compounding  the  harms  of  this  outbreak  by  running
roughshod over our privacy and dignity, and ignoring protections that arose in
direct response to overreach during past global crises,” Access Now general
counsel Peter Micek warned in a statement. “By selling tools of surveillance as
public health solutions, authorities and all-too-willing companies could rewrite
the rules of  the digital  ecosystem in corona-colored ink—which we fear is
permanent.”

Amnesty Tech deputy director Rasha Abdul Rahim said Thursday that

“technology  can  play  an  important  role  in  the  global  effort  to  combat  the
COVID-19 pandemic; however, this does not give governments carte blanche
to expand digital surveillance. The recent past has shown governments are
reluctant to relinquish temporary surveillance powers. We must not sleepwalk
into a permanent expanded surveillance state now.”

“Increased digital surveillance to tackle this public health emergency can only
be used if certain strict conditions are met,” added Abdul Rahim. “Authorities
cannot  simply  disregard  the  right  to  privacy  and  must  ensure  any  new
measures have robust human rights safeguards. Wherever governments use
the power of technology as part of their strategy to beat COVID-19, they must
do so in a way that respects human rights.”

�THREAD:  Today @amnesty  joins  with  +100 civil  society  orgs  around the
world, incl @accessnow, @privacyint & @hrw, to send a clear message ���:
Governments using surveillance technologies to respond to #COVID19 must
not sign away our privacy.

https://t.co/2LJ84ovDJB pic.twitter.com/hNr2Nm4zwa

— Rasha Abdul-Rahim (@Rasha_Abdul) April 2, 2020

https://www.latimes.com/business/story/2019-12-09/china-facial-recognition-surveillance
https://www.latimes.com/business/story/2019-12-09/china-facial-recognition-surveillance
https://www.reuters.com/article/us-health-coronavirus-facial-recognition/even-mask-wearers-can-be-idd-china-facial-recognition-firm-says-idUSKBN20W0WL
https://www.theguardian.com/world/2020/mar/09/the-new-normal-chinas-excessive-coronavirus-public-monitoring-could-be-here-to-stay
https://www.businessinsider.com/singapore-coronavirus-app-tracking-testing-no-shutdown-how-it-works-2020-3
https://www.washingtonpost.com/technology/2020/03/24/social-distancing-maps-cellphone-location/
https://www.telegraph.co.uk/news/2020/03/30/nhs-developing-coronavirus-contact-tracing-app-successful-use/
https://twitter.com/EstelMP?ref_src=twsrc%5Etfw
https://t.co/YA9HzGad3K
https://twitter.com/accessnow/status/1245743118235906053?ref_src=twsrc%5Etfw
https://www.accessnow.org/access-now-joins-100-organisations-in-telling-governments-dont-use-the-coronavirus-pandemic-as-cover-for-expanding-digital-surveillance/
https://www.amnesty.org/en/tech/
https://www.amnesty.org/en/latest/news/2020/04/covid19-digital-surveillance-ngo/
https://twitter.com/amnesty?ref_src=twsrc%5Etfw
https://twitter.com/accessnow?ref_src=twsrc%5Etfw
https://twitter.com/privacyint?ref_src=twsrc%5Etfw
https://twitter.com/hrw?ref_src=twsrc%5Etfw
https://twitter.com/hashtag/COVID19?src=hash&ref_src=twsrc%5Etfw
https://t.co/2LJ84ovDJB
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https://twitter.com/Rasha_Abdul/status/1245650952805212160?ref_src=twsrc%5Etfw
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The groups’ statement details eight conditions they believe must be met to justify increased
digital  surveillance  as  part  of  coronavirus  containment  efforts.  The  conditions  include
demands for  transparency,  time limits,  restrictions  on  how data  can be used,  privacy
protections,  measures  to  prevent  discrimination,  and  participation  from  relevant
stakeholders.

“This  crisis  offers  an  opportunity  to  demonstrate  our  shared  humanity,”  the
statement  says.  “We  can  make  extraordinary  efforts  to  fight  this  pandemic
that are consistent with human rights standards and the rule of  law.  The
decisions that governments make now to confront the pandemic will shape
what the world looks like in the future.”
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