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On October 28, Jabhat Fatah al-Sham (formerly Jabhat al-Nusra, the Syrian Al-Qaeda
branch) and its ‘moderate allies’ launched a fresh full-scale offensive in order to break the
siege from militant-controlled areas of Aleppo city.

Since the start of operation, the joint terrorist forces have been massively using car bombs
(also  known  as  vehicle-borne  improvised  explosive  devices  or  suicide  vehicle  borne
improvised explosive devices).

The usage of car bombs remains a significant threat to the Syrian government forces and
has already allowed al-Nusra & Co to achieve some gains in western Aleppo. How this
strategy can be countered? South Front provides an answer.

Car Bombs

A suicide bomber of the group “Islamic State” attacked a convoy of the Iraqi military east of
Mosul, as reported by the Kurdish Firat agency. According to the agency, the attack took
place on October 17, 2016 near the village of Bilavet in an area to the east of Mosul. At the
time, the column of Iraqi military vehicles and accompanying infantry were advancing to
attack IS forces in the city. The resultant explosion killed about 70 soldiers.

There are reports on the use of suicide car bomber by IS and other terrorist groups in Iraq
and Syria on an almost daily basis. Such vehicles have historically been used for attacks
against troops and civilians many times before, but the “Islamic State” began to utilize them
on a massive scale, and to aid them in achieving tactical battlefield victories.

In  order  to  determine how to  deal  with  this  enemy threat,  adversaries  of  IS  need to
understand the improvised weapons themselves, as well as the methods and tactics of their
use.

Now, we define the purpose of the use car bombs. They are:

The destruction of command and control points, checkpoints, staging points;1.
Defeat the enemy’s manpower by causing mass casualties;2.
The  demoralization  of  the  armed  forces  and  intimidation  of  the  civilian3.
population.

It is necessary to identify the means used by the terrorists in employing these improvised
explosive vehicles. Their design depends on the available transport purposes and degrees of
importance of the target. The means of transport is dominated by the use of pickup trucks,
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vans, dump trucks, and military all-terrain and on-road trucks. As a rule, they are further
improving armored protection in the form of welding on steel pipes, mounting mesh netting
to defeat grenades and shape charges, and layering on iron sheets for additional protection.
It is worth noting that in recent times there were cases where additional crew would man
car bombs in case of the death or incapacitation of the driver. In this case, the injured or
killed  primary  driver  could  be  replaced  by  another  suicide  bomber  within  the  team.
Examples of car bombs can be seen on Figures 1-4.

Fig. 1. Car bomb on the basis of a pickup truck. The metal sheets cover the entire body. Protection is
provided from RPG hits on the cab through use of a steel grid or mesh.

Fig. 2. Car bomb on the basis of a van. The metal sheets cover the entire body.

Fig. 3. Shahid-mobility on the basis of a truck. Only the cab is enclosed by armor.

Fig. 4. Car bomb based on a 3-axle army truck. The metal sheets cover the entire body.

In regards to defeating their use, you need to identify the means and methods to counter these
types of car bombs. These measures include:

Engineering

During defensive action, a huge role for the protection units from undermining car bombs is
played by the engineering of physical barriers. The most effective means to counter suicide
bombers can be accomplished through the erection of tank ditches, obstacles, hedgehogs,
escarpments and counter-escarpments. It is also necessary to take into account the terrain
around the point to use the natural obstacles to defensive advantage. Also, the erection of
watchtowers  for  the  early  detection  of  the  approach  of  car  bomb  vehicles,  and  the
provisioning of the materials to construct them, is advisable. If  time and resources are
available, it is also advisable to build reactive obstacles with antitank and antipersonnel
minefields around the most important areas.

Firepower 

The most effective, and in the offensive, perhaps the only way to defeat car bombs can be
considered adequate firepower. Insurgents constantly show ingenuity in terms of increasing
the chances of transport survivability,  as well  as taking measures to ensure successful
operations by reinforcing vehicle crews to overcome the weakness of only a single driver.
Firstly,  the  chief  means  of  fire  damage  afforded  are  heavy  machine  guns  (12.7mm  and
14.5mm in caliber) and automatic cannons (23mm and 30 mm in caliber). At the onset it is
most appropriate to mount these weapons on pickup trucks for mobility and quick reaction.
It is possible to mount these vehicles with machine guns DSHK (1×12,7mm or 2×12,7mm).
Anti-aircraft guns ZPU-4 (4 KPVT gun caliber 14.5 mm) or ZU-23-2 (2×23 mm automatic
guns) can be mounted on trailers in the form of standard trailers hauled by prime movers of
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varying size, or mounted in the beds of all terrain trucks. In reinforcing or substituting the
above  vehicles,  in  the  defense,  you  can  add  armored  fighting  vehicles  such  as  the  BMP-2
infantry fighting vehicle, equipped with a 30 mm automatic gun.

Communication and Cooperation

A large number of military equipment used by government forces has been rendered out of
order in the course of prolonged hostilities, so the armed forces are forced to use civilian
vehicles. These same civilian vehicles are also used by the terrorists. This creates great
difficulties  in  the recognition of  “friend-or-foe”.  To overcome these obvious difficulties  it  is
necessary to organize effective means of communication and cooperation with neighboring
units. Of course, this does not solve the whole problem, because the cycle of “challenge-
response” takes time; however, it gives you a chance to save the lives of your troops.

Troops Formation

Analyzing explosions of car bombs, we can conclude that the terrorists are trying to hit the
places of the greatest congestion of people and vehicles. Therefore, in defense and attack,
as much as possible, it is important to spread out the troops and at the same time be able
to concentrate fire on dangerous or suspicious objects.

Counterintelligence

Any terrorist act is prepared beforehand. In our case, car bombs are not an exception. Long
before the attacks, terrorists are identifying targets (exhibiting interest in targeted areas or
points of interest and sending reconnaissance), and preparing the transport (acquiring metal
grids and steel sheets and mounting them). They are also preparing a large quantity of
explosives (from artillery shells to the derivatives of ammonium nitrate). Such transport,
during the preparation and release at the starting line, will be heavily guarded and masked
from observation. Therefore, it is important to work with the local population, as for the
preparation of a terrorist attack event can not be completely hidden from outsiders. The
effective  organization  of  counterintelligence  activities  against  the  terrorists,  who  are
interested  in  important  facilities,  will  protect  the  troops  or  objects  being  targeted.

Warning fire 

In case of the approach of suspicious vehicles towards defensive positions, especially when
there is no forewarning or communications received from the neighboring troops or orders
from  staff,  it  makes  sense  to  open  warning  fire  (several  bursts  in  the  direction  of  the
approaching  vehicle).  If  it  is  friendly  forces,  then  they  will  stop  and  try  to  identify
themselves.  On  the  contrary,  terrorists  would  respond  by  increasing  speed  in  an  effort  to
rush to the target point.

Finally, I want to mark the occasion of the attack on the Promenade des Anglais in Nice
which occurred July 14, 2016, when a truck driver rammed a crowd of people who gathered
to  watch  the  fireworks  display  on  the  occasion  of  Bastille  Day.  The  truck  did  not  stop;
zigzagging, pressuring people for nearly two kilometers of waterfront, while the driver also
opened fire.  He was eventually eliminated by the police.  80 people became victims of  the
attack. In this case, the terrorist did not even have to additionally acquire and armor the
vehicle or acquire any explosives. The success of the operation was due to the element of
surprise, and that the police were armed with small arms, which could not immediately kill
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the terrorist or disable the vehicle. A high level of vigilance, as well as the combination of a
complex  of  organizational  and  firepower  measures  against  these  vehicular  weapons,  will
minimize  losses  and  keep  troops  alive.
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